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. INTRODUCTION

Disasters such as the Hurricane katrina §{Ji 1 attack on the world trade center [2], Minnesota bridge
collapse [3] or the collapse of terminal 2E at Paris CharlesGawule Airport [4] often focus on the
importance of (wireless) communication and interoperabbéquitous connectivity for First responders
(e.g., police, military, fire-fighters, medical). The wess communication industry is recently going
through major advancements and innovations. With the fmamsition from second generation (2G)
wireless cellular technology to third and fourth genemra(i®@G and 4G) technologies, the scope of wireless
networking is increasing almost exponentially in the réd¢ane and so is the demand for radio spectrum
in wireless networking from commercial service providdirst responders and military tactical networks.

In most countries, the competitive behavior among wiresesgice providers for spectrum was initiated
by spectrum auctions held in 2000 and 2001. Though the awscti@re very successful in some countries
(e.g., United Kingdom, Germany), they were open to critici;n others (e.g., Austria, Switzerland,
Netherlands) [5]. Through FCC, the spectrum was auctiongtie United States — the results of which
are hotly debated. Moreover, FCC sets the rules and regnlathich govern the access to spectrum.
These rules have led to allocation of spectrum chunks focipgurposes; e.g., 824-849 MHz, 1.85—
1.91 GHz, 1.930-1.99 GHz frequency bands are reserveddended cellular and PCS services and
require a valid FCC license, whereas 902—-928 MHz, 2.40-G19, 5.725-5.825 GHz frequency ranges

are reserved as free—for-all unlicensed bands [6].



A. Disadvantages due to Satic Spectrum Allocation

This kind of static allocation of spectrum has several disathges because of being time and space
invariant. In static spectrum allocation, parts of the cadpectrum have been statically allocated for
various wireless networking services for the military, goyment, commercial, private and public safety
systems. These spectrum allocations are usually long-terdnany changes are made under the strict
guidance of a governmental agency. In the United Statese thee two regulatory bodies that reg-
ulate and manage the use of radio spectrum. Federal Comatiome Commission (FCC) regulates
spectrum for non-governmental use. The National Teleconirations and Information Administration
(http://www.ntia.doc.gov/) regulates spectrum use faefal government users including the Department
of Defense (DoD). It is worth noting that the spectrum usagtepn for first responders/military and
commercial systems are quite different. While commeraiavises apparently show a somewhat steady
use (on a day to day time scale), public safety spectrum isréatgdemand (due to high volume
communications) during times of disaster/emergency. &by on the other hand, spectrum is under-
utilized in a “normal” scenario. Though, this low usage oéspum has forced the DoD to relinquish
parts of its spectrum, the fact remains that both militarg dinst responders have a growing need
for spectrum-dependent operations to ensure safety in @ncéanging global community and there is
already a contention for acquiring spectrum rights [7] agqhg@ublic safety and commercial wireless
service providers.

One may argue that spectrum allocated to cellular and PG&orlebperators are highly utilized. But
in reality, spectrum utilization even in these companiey \@aver time and space and undergo under-
utilization. One typical example could be Super bowl contjpet. While at the time and space of Super
bowl, there is an excessive demand for spectrum for wiredessces, other times it may simply be under-
utilized. Often times, the usage of spectrum in certain pete is lower than anticipated, while there
might be a crisis in others if the demands of the users usiagrtatwork exceed the network capacity.
Static allocation of spectrum fails to address these isstisgectrum sharing even if the service providers
(with statically allocated spectrum) are willing to pay faxtra amount of spectrum for a short period of
time if there is a demand from the users it supports.

Static spectrum allocation additionally faces difficudtaue to the modification of old technologies. For
example, in case of VHF and UHF bands reserved for televisioadcast in the United States, allocation
of 6 MHz per TV channel was based on old analog NTSC system #anargh better quality video can

be now broadcasted with almost 50% less spectrum per chi8in&iven the pervasive penetration of
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cable—TV, this precious spectrum, though allocated andeowremains unused in most locations. This
has recently triggered the famous digital TV transition §§]FCC to open up spectrum for commercial
and public safety usage.

Another major problem with the static spectrum allocatiod the legacy static radio technology is the
lack of interoperability between different organizatiafdfirst responders. There have been examples of
failure in communication between different organizatiadVorld Trade Center ofi/11 [10] and other

disaster areas due to lack of interoperability in the legachos.

Il. THE FUTURE PARADIGM OFDYNAMIC SPECTRUMACCESS(DSA)

It has been well-established that there is a great amoumtuefad bands available sparsely which could
be exploited by both licensed and unlicensed services. Thaeordinated, opportunistic deployment of
spectrum chunks has led to an “artificial scarcity of spentruAn experimental study conducted by
Shared Spectrum Company during the 2004 Republic Natiowalvéhtion [11] found that spectrum
utilization is typically time and space dependent and thera great amount of “white space” (unused
bands) as shown in figure 1. As a result, it is intuitive thatistspectrum allocation may not be
the optimal solution toward efficient spectrum access fahbimensed and unlicensed services. With
the dis—proportionate and time—varying demand and henageusf the spectrum, the notion of fixed
spectrum assignment to providers is questionable. Thaugight be argued that the implementation and
administration is very easy, the fact remains that the otirsgstem is ineffective and deprives service

providers, end—users, and FCC from maximizing their bexefit

A. Dynamic Spectrum Access and Cognitive Radio

In order to break away from the inflexibility and inefficieasiof static allocation, a new concept of

Dynamic Spectrum Access (DSA) is being investigated by network and radio engingasicy makers, and



economists. In DSA, spectrum will be accessed dynamicapedding on need of the service providers
which in turn depends on end users’ demands in a time and s@a@t manner. Emerging wireless

technologies such as cognitive radios [12] is poised to mMaRA a reality. This method of spectrum

sharing is more efficient and will help service providersd aagulatory bodies like FCC to avoid any

artificial scarcity.

With the new paradigm of cognitive radio technology, it Wik possible to operate at any unused
frequency channel to maximize the spectrum usage opptytdiie regulatory aspect from FCC in this
new DSA policy is that cognitive radios must not interferéhathe incumbent radio operation (if any) in
a band — who are the prioritized users of that band. To mak®8® mechanism successful cognitive
radio systems perform spectrum sensing, dynamically ilyamused (“white”) spectrum, and operate in
this spectrum band when it is not used by the incumbent ragitesis — who are the primary users of
this band. Upon detecting incumbents in any band cognitigor must automatically switch to another

channel or mode.

B. Differences from existing static radio technology

In existing implemented technology (e.g., WiFI or WIMAX oirglar wireless access technologies),
static radio devices are dominantly functional. Howevéatis radio devices have the following disad-
vantages:

« The static radio devices can operate only on a single fra;yuehannel in the entire network at a

time. Lack of interoperability due to such constraints isacly a major issue with the static radio.

« The static radio device can not automatically configurelfitae switch to other frequency bands
even if there are multiple orthogonal frequencies avadlablthe network.

« In the legacy IEEE 802.11 system, a single wireless card oanect to only one wireless access
point (AP) in the infrastructure mode or a single ad hoc nétvio the ad hoc mode, using only one
frequency channel in the entire network even though thesenaultiple frequency bands available
in a IEEE 802.11a/b/g network.

« Simultaneous connections to multiple networks are notiplessvith the static radio device.

In contrast to the legacy static radio devices, cognitidias are envisioned as the software-defined
“intelligent” radios that would learn from the environmeiat adopt and would act accordingly. For
example, these radios can automatically detect which sgdudnd is unused and switch a user to this
band. They can learn and predict the spectral usage paiteangeographical area and adapt the medium

access control protocol accordingly. They can even leaad#pt to the environment the first responders



are in. For example, in urban environment with buildings abdtacles, a cognitive radio would likely
to choose a low frequency channel; a low frequency signaltael farther, penetrate walls and other
obstacles better than high frequency channels.

The major benefits that the cognitive radios are envisiongatavide to the first responders networks

are:

« Software-driven simultaneous connectivity with infrasture and ad hoc network by dynamic
channel switching.

« Simultaneous connectivity with multiple ad hoc networkbeTWirtualized wireless card can connect
to multiple ad hoc networks by channel switching. Theseuieat clearly help in achieving seamless
interoperability.

« Efficient spectrum usage: For example, in existing IEEE 8D2etworks the legacy devices in the
entire network can only use one channel while most of therdtieguency channels are unused or
underused. The contention and hence interference for tiéschannel among different nodes are
very high. With the proposed software driven cognitive oadithe frequency resources would be
used dynamically and efficiently. With multiple channelsngeused, contention and interference
will be reduced significantly.

« Extended coverage and capacity with multiple channel acces

« Cost and scalability: Even though one may argue that coimgetd multiple networks can be done
using multiple physically different wireless cards, it cesnwith some drawbacks: higher battery
energy consumption, cost, etc. The proposed cognitive qaaiadigm with software driven spectrum

access alleviates these drawbacks.

With the above-mentioned benefits, DSA enabled interoperdgnitive radio architecture can create
wide-area back-haul networks where traffic can flow amongothers directly or using relay/forwarding

resulting in higher capacity, ubiquitous connectivity dandreased coverage as shown in Fig. 2.

[1l. RESEARCH CHALLENGES

The new DSA policy would allow unused spectrum bands (whiigces) to be used dynamically by
unlicensed secondary users under the provision that thejdwacate upon the return of the primary user.
The success of this policy depends on the ability of secgndsers to dynamically identify and access
unused spectrum bands, detect the return of primary usdrswitch to a different band promptly upon
sensing the primary user. The newly proposed Cognitive REIR) paradigm/networks are anticipated

to make DSA a reality. In contrast to the legacy radios, CRseawisioned to intelligently adjust their



Fig. 2. Various wireless cognitive networks examples

transmission/reception parameters themselves base@umning and interaction with the environment and
find the best available spectrum bands to use.

Accordingly, the issues in the design of cognitive radioR)@nd cognitive radio networks (CRN)
must be better studied for the concept of interoperability dynamic spectrum access (DSA) to reach
its full potential. Several layers of the traditional netlgrotocol stack will need to be enhanced to
accommodate the additional functionalities of cognitiadios.

« Sensing: The physical layer will need to sense for spectratesh(scanning the spectrum and
processing wide-band signals) and continuously adapt perating power, spectrum band and
modulation without human intervention.

o Medium Access: The medium access (MAC) layer must intellilyecooperate with the sensing
measurement and coordinate dynamic spectrum access tbiat@iference, self-coexist with other
devices and avoid primaries.

« Routing: Subsequently, the network layer must be awarearakparameters gathered in the MAC

and PHY layers to cooperate with these lower layers and pergpectrum-aware routing.

IV. VULNERABILITY CHALLENGES

Also, in spite of cognitive radio technologies fast emeggas a next generation wireless networking
platform, initial research has hardly focused on secusfyeats of CRNs from different classes of attacks
from malicious nodes/users. The attack may happen in the &r

« Jamming - malicious intention of distorting normal secagdsommunications

« Denial of Service attack - emulating characteristics afnaiy users of the spectrum band (malicious

intention of evacuating the secondary users from the spachand and capturing the band)



« Eavesdropping by emulating characteristics of secondseysu

Thus sensing/detection of the attacks from malicious uiseas important task to build efficient and

secure DSA system so that these attacks cannot shut dowm e$ipender or similar emergency tactical

networks during critical periods. Security against thelssses of attacks cannot be achieved through

cryptographic means alone. In this research, | plan to egptteas from behavioral models, game theory,

economic models and stochastic learning to optimize datssiinder uncertainty and implement new cross

layer optimization security protocols for dynamic spectraccess networks.

(1]
(2]

(3]
(4]
(5]

(6]
(7]

(8]

9]
[10]

[11]
[12]

REFERENCES

http://www.hurricanekatrina.com/

C.W. Johnson, “Applying the lessons of the attack on tleglevtrade center, 11th September 2001, to the design and use
of interactive evacuation simulations”, Proceedings & $1GCHI conference on Human factors in computing systems,
2005, pp. 651-660.

http://minnesota.publicradio.org/collections/sja#/2007/bridge collapse/
http://www.airport-technology.com/projects/degal

G. llling and U. Kluh, “Spectrum Auctions and Competetiomn Telecommunications”, The MIT Press, London, England,
2003.

http://www.ntia.doc.gov/osmhome/osmhome.html.

S. Chan, “Shared spectrum access for the DoD”, IEEE Conications Magazine, Volume 45, Issue 6, June 2007, pp.
58-66.

M. Buddhikot, P. Kolodzy, S. Miller, K. Ryan and J. EvariBIMSUMnet: New Directions in Wireless Networking Using
Coordinated Dynamic Spectrum Access”, IEEE Internati@®ahposium on a World of Wireless, Mobile and Multimedia
Networks (WoWMoM), 2005, pp. 78-85.

http://www.dtv.gov/

Raheleh B. Dilmaghani and Ramesh R. Rao, “Hybrid waslenesh network deployment: a communication testbed for
disaster scenarios”, Proceedings of the 1st internatisoakshop on Wireless network testbeds, experimental atialu

& characterization, 2006.

http://www.sharedspectrum.com/inc/content/measents/ nsf/NY Creport.pdf.

J. Mitola, G.Q. Maguire Jr., “Cognitive radio: makingfavare radios more personal”, IEEE Personal Communinatio
\ol. 6, Issue 4, 1999. pp. 13-18.



	Untitled 2
	Sengupta_Cognitive_Radio_White_Paper[1].pdf

